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1
Big Data in Medical Image 

Processing

1.1 An Introduction to Big Data
Big data technologies are being increasingly used for biomedical and 
healthcare informatics research. Large amounts of biological and clinical 
data have been generated and collected at an exceptional speed and scale. 
Recent years have witnessed an escalating volume of medical image data, 
and observations are being gathered and accumulated. New technologies 
have made the acquisition of hundreds of terabytes/petabytes of data 
possible, which are being made available to the medical and scientific 
community. For example, the new generation of sequencing technologies 
enables the dispensation of billions of DNA sequence data per day, and 
the application of electronic health records (EHRs) is documenting large 
amounts of patient data. Handling out these large datasets and processing 
them is a challenging task. Together with the new medical opportunities 
arising, new image and data processing algorithms are required for 
functioning with, and learning from, large scale medical datasets. This book 
aims to scrutinize recent progress in the medical imaging field, together 
with new opportunity stemming from increased medical data availability, 
as well as the specific challenges involved in Big data. “Big Data” is a key 
word in medical and healthcare sector for patient care. NASA researchers 
coined the term big data in 1967 to describe the huge amount of information 
being generated by supercomputers. It has evolved to include all data 
streaming from various sources—cell phones, mobile devices, satellites, 
Google, Amazon, Twitter, etc. The impact of big data is deep, and it will have 
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Abstract

A complex system has a large number of design variables, and decision-making requires real-
time data collected from machines, processes, and diverse business environments. In this
context, enterprise information systems (EISs) are used to support data acquisition, data
analytics, communication, and related decision-making activities. Therefore, information
technology infrastructure for data acquisition and sharing affects the performance of an EIS
greatly. Our objective in the present work is to investigate the impact of security in the
Internet of Things (IoT) paradigm for enterprise information systems. The breakthrough
potential of the IoT conjures up immense possibilities for delivering value through new
business models across industries, products, and service offerings. However, making IoT
technologies reliable and secure is the key to realizing the potential of this breakthrough
concept. Ensuring security and privacy of the IoT offerings is therefore a major concern for
users and businesses. This chapter explores the potential of IoT-enabled smart services in
EISs. It identifies security and privacy concerns for a variety of scenarios and discusses ways
to address these concerns effectively.
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